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US patchwork of social media
laws creates confusion

Between March 2012 and
August 2013, 12 states in the
United States enacted so-

called “social media password protec-
tion” legislation, designed to bar
employers from, at a minimum,
demanding the log-in credentials for
applicants’ and employees’ private
social media accounts. This flood of
new legislation appears to have been
unleashed in response to media
reports of a few incidents where
employers allegedly requested or
required log-in credentials from job
applicants.1 Ironically, surveys of
hundreds of senior executives and in-
house employment counsel at US
organizations conducted in June 2012
and June 2013 by the US law firm,
Littler Mendelson, reported that 99%
of the responding organizations did
not ask applicants for their personal,
social media log-in  credentials.2

Despite the narrow scope and
questionable nature of the purported
problem, legislators in nearly all of
the twelve states enacted prohibitions
far broader than a restriction on
requests for log-in credentials. More-
over, these new laws do not follow a
model. Rather, they utilize different
key terms (defined or undefined), fea-
ture varying prohibitions, and pro-
vide unique defenses, exceptions and
enforcement provisions. The United
States Congress has yet to enact any
federal legislation that would pre-
empt the states’ laws in their entirety;
consequently, the twelve states have
created a complex legislative patch-
work that defies attempts by multi-
state and multinational employers to
implement a uniform policy to
comply with these laws. This legisla-
tive morass creates significant chal-
lenges for organizations with
employees in the relevant states and
provides a cautionary tale for other
countries considering similar
 legislation.

range of employer ConduCt
Covered By tHe laWs
The 12 states that have passed legisla-
tion – Arkansas, California, Colorado,
Illinois, Maryland, Michigan, Nevada,
New Jersey, New Mexico, Oregon,
Utah and Washington – prohibit a
range of employer conduct. 

Although the laws are commonly
referred to as “social media” password
protection legislation, several of the
laws protect sites or accounts besides
those commonly understood to be
social media sites, such as Facebook,
Twitter and LinkedIn. For instance, the
laws in Arkansas, California, Col-
orado, Maryland, Michigan, Nevada
and Utah appear to cover any Internet-
based personal account, even email
accounts such as Gmail or Hotmail.
Illinois’ law covers accounts and pro-
files on “social networking websites,”
and Washington’s law applies to “social
networking accounts,” but neither state
defines “social networking.” Oregon,
New Mexico, and New Jersey appear
to limit their laws’ coverage to accounts
commonly regarded as social media,
although their defining language is
vague.

Regardless of the type of Internet
accounts covered by each law, all of
these laws prohibit employers from
asking applicants for their username,
password or other log-in credentials,
and all states except New Mexico
impose the same basic restriction on
requests to employees. The uniformity
ends there. As summarized below,
many of the twelve states have adopted
the following additional prohibitions:
1. Prohibition on observing informa-

tion in covered accounts after the
individual has logged into the
account, also known as “shoulder
surfing” (California, Illinois, Mary-
land, Michigan, New Jersey,
Oregon and Washington);

2. Prohibition on requiring the
 individual to accept the employer’s

“friend” or “connection” request
(Arkansas, Colorado, Oregon and
Washington);3

3. Prohibition on requiring the indi-
vidual to change privacy settings to
allow the employer to view infor-
mation in the account that was pre-
viously restricted from public view
(Arkansas, Colorado and Washing-
ton)4; and

4. Prohibition on requiring that an
individual access for the employer
the information in a covered
account of another person to which
the individual has access (Califor-
nia, Michigan and possibly New
Jersey).
Each prohibition is subject to

exceptions, which appear to reflect a
general acceptance among the states’
legislators that employers have legiti-
mate business reasons to access a
restricted social media account on cer-
tain occasions. For example, an
employee may be using a restricted
account to conduct business on the
employer’s behalf; an employer may
have a legal obligation under securities
laws to monitor an employee’s public
statements; or an employer may need
access to restricted social media to
investigate suspected misappropriation
of trade secrets, a threat of workplace
violence or other misconduct. Despite
the apparent general recognition of
employers’ interests, the exceptions to
these laws’ prohibitions vary substan-
tially from state to state as reflected in
the summary of exceptions below:
1. An exception for accounts that are

used for the business purposes of
the employer (though the exception
varies in scope depending on the
state; all states have some version of
this exception except for New
Mexico because New Mexico’s law
applies only to job applicants);

2. An exception allowing access to an
employee’s covered account where
necessary for a workplace 

Social media protection laws provide a cautionary tale and challenges for multinational
employers. By Phillip L. Gordon and William J. Simmons.



PRIVACY LAWS & BUSINESS INTERNATIONAL REPORT lÅíçÄÉê=OMNP NN

LEGISLATION

 investigation (Arkansas, California,
Michigan, New Jersey and Utah
have a relatively broad exception;
Colorado, Maryland, Oregon and
Washington have a relatively
narrow exception);

3. An exception allowing access to an
employee’s covered account where
necessary to comply with obliga-
tions imposed by law or by the
rules of a self-regulatory organiza-
tion, such as the Financial Industry
Regulatory Authority’s (FINRA)
rules on supervision of online com-
munications (Arkansas, Illinois,
Michigan, Nevada, Oregon, Utah
and Washington);

4. An exception allowing an employer
to acquire inadvertently an
employee’s log-in credentials to a
covered account through routine
monitoring of corporate electronic
resources as long as the employer
does not actually use the informa-
tion to access the employee’s cov-
ered account (Arkansas, Oregon
and Washington); and

5. An exception for social media con-
tent that is publicly available
(Arkansas, Illinois, Michigan, New
Jersey, New Mexico, Oregon and
Utah). 
Regarding enforcement, while all

states provide that a violation consti-
tutes an unlawful employment practice,
the enforcement schemes vary substan-
tially among the states. Some states
permit only administrative enforce-
ment (California, Colorado and New
Jersey). Other states also permit a pri-
vate lawsuit (Illinois, Maryland, Michi-
gan, Utah, Oregon and Washington).
Among those states, some impose a cap
on the amount of recoverable damages
(Michigan, New Jersey and Utah)
while others do not (Illinois, Maryland
and Washington).

praCtiCal diffiCulties
Created By tHe patCHWork
The new and continuously evolving
interplay between personal social
media and the workplace can compli-
cate efforts to discern the practical
implications of these laws for employ-
ers. In addition, to date, no administra-
tive enforcement action or private law-
suit has been filed that might provide
examples of alleged violations of these
new laws. Nonetheless, several

 practical implications for employers are
discernible.

In the recruitment process, employ-
ers can avoid violating the new laws by
limiting their searches to information
that is publicly available. For some
employers, however, that limitation
could be detrimental to the job appli-
cant. For example, an employer seeking
to hire an employee to manage the
organization’s Twitter feeds might not
be able to identify the applicant’s per-
sonal Twitter feed without asking for
the applicant’s Twitter handle because
the handle rarely matches the user’s
name. Even though Twitter feeds are
publicly available, such a request might
violate social media password protec-
tion laws that do not expressly except
publicly available social media content
from their purview. An employer
might avoid this problem by asking the
applicant to provide the Twitter handle
for any business-related account. That
request might prompt the applicant to
offer the Twitter handle of the appli-
cant’s personal Twitter feed.

As US employers increasingly flock
to social media to advance their organi-
zations’ business interests, they need to
take these new laws into account.
Employers, for example, may unwit-
tingly permit employees to use a per-
sonal LinkedIn account to build a cus-
tomer database, a personal Facebook
page to develop customer relationships,
or a Twitter feed to build an online fol-
lowing. In at least some states, the
employer would not be able to demand
the log-in credentials for such
accounts, without risking litigation,
unless the employer had documented,
in advance, the employee’s agreement
that the account is a business account
and not a personal account. Employers
could avoid this issue altogether by
expressly prohibiting employees from
using any personal social media
account to conduct company business.

The laws also have a potentially sig-
nificant impact on workplace investiga-
tions. Employees commonly “rat out”
their co-workers by bringing a screen-
shot of a co-worker’s offensive or
threatening social media post to the
attention of a manager or the human
resources department. Given the high
potential for fraudulent or doctored
Internet posts, testing the authenticity
of the offending post and

 understanding its context are critical.
As a result, many investigators might
react to the volunteered content by
asking the accused for access to his or
her social media page, without consid-
ering whether the account is restricted
and, therefore, the request potentially
unlawful. Consequently, employers
with employees in any of the twelve
states with a social media password
protection law should train managers
and human resources professionals to
proceed with caution in their investiga-
tion of suspected social media miscon-
duct, and to consult with in-house or
outside counsel before accessing con-
tent on an employee’s personal social
media page that is not publicly
 available.

Finally, employers must recognize
the law in this area is evolving rapidly,
demanding regular monitoring for new
developments. Nineteen (19) states
currently have social media password
protection bills pending. In addition,
existing laws already are being
amended. For example, in August 2013,
Illinois amended its law, originally
enacted just over a year earlier, to
permit employers to request or require
log-in credentials for accounts used for
business purposes. 

key Considerations for any
future legislation
Multinational employers should note
the development of similar legislation
in the European Union and view the
United States’ experience as a caution-
ary tale. To the extent that any such leg-
islation is considered in the European
Union, employers should be sure to
express their concerns when the legisla-
tion is under consideration about
whether it even is necessary as the Lit-
tler Mendelson surveys suggest that
employers — at least in the US —rarely
request that applicants provide the log-
in credentials for their personal social
media accounts. Moreover, the purpose
and proportionality requirements in
the national laws implementing the EU
Data Protection Directive arguably
establish adequate protection for appli-
cants and employees. Under these
requirements, an employer could not
lawfully process an applicant’s or
employee’s social media log-in creden-
tials, or otherwise access the individ-
ual’s personal social media account,
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without a legitimate purpose for doing
so that is not outweighed by the indi-
vidual’s fundamental rights.

Nevertheless, if new legislation
must be enacted, the US experience
strongly supports developing model
legislation that can provide a higher
degree of uniformity among the
Member States than exists among the
states in the US Such model legislation
should include the following key
 elements:
1. Solely prohibit employers from

requiring, as a condition of employ-
ment, that applicants or employees
disclose information needed to
access their own personal Internet
accounts, but permit employers to
search content about applicants and

employees that is relevant to a legit-
imate business purpose and is pub-
licly available on the Internet;

2. Exclude from coverage any account
owned and operated by an
employer or used by an employee
to conduct the employer’s business
or any account used to impersonate
an employer’s account;

3. Include a robust investigation
exception that allows employers to
access information contained in an
employee’s personal Internet
account: (1) where the employer
reasonably believes that the content
is relevant to an investigation of an
alleged violation of the employer’s
policies or procedures or of any
law, regulation or rule of a  

self-regulatory organization; or (2)
where necessary to comply with the
requirements of any law, regulation,
or rule of a self-regulatory
 organization;

4. Include an exception that permits
the employer to access information
in an employee’s personal Internet
account or request log-in creden-
tials to the account where the
employer reasonably believes that
the employee has transferred the
employer’s trade secrets or confi-
dential business information using
the account;

5. Exclude as a violation of the law
any inadvertent capturing of an
employee’s log-in credentials, pro-
vided that the employer does not
use the credentials to access the
account in violation of the law; and

6. Offer immunity from negligent
hiring and negligent retention
claims to employers who choose to
implement policies not to request
or require that an applicant provide
access to restricted personal
 Internet accounts.

Phillip L. Gordon, Shareholder and Chair,
Privacy and Data Protection Practice
Group at Littler Mendelson, Denver,
Colorado, USA, and William J. Simmons,
Associate, Littler Mendelson,
Philadelphia, Pennsylvania, US
Emails:pgordon@littler.com
wsimmons@littler.com
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1. See e.g. www.dailymail.co.uk/
news/article-2111059/Colleges-jobs-
asking-Facebook-email-passwords-
job-interviews.html; see also Philip
Gordon and Lauren Woon, Re-
Thinking and Rejecting Social Media
“Password Protection” Legislation,
available at
http://privacyblog.littler.com/2012/07/ar
ticles/state-privacy-
legislation/rethinking-and-rejecting-
social-media-password-protection-
legislation/, addressing the dubious
history of these news articles in more
detail

2. Littler Mendelson Executive Employer
Survey Report (June 2012), available
at http://www.littler.com/content/littler-
mendelson-executive-employer-
survey-report-2012; Littler Mendelson
Executive Employer Survey Report
(July 2013), available at
http://www.littler.com/publication-
press/press/littler-survey-reveals-
employers-adjusting-economic-
conditions-feeling-impac

3. The following other laws may at some
point also be interpreted to prohibit this

activity: California, which prohibits
employers from “requesting” that an
employee “Divulge any personal social
media;” Illinois, which prohibits
employers from “demand[ing] access
in any manner to an employee’s or
prospective employee’s account or
profile;” Michigan, which prohibits and
employer from “Request[ing] an
employee or an applicant for
employment to grant access to, allow
observation of, or disclose information
that allows access to or observation of
the employee’s or applicant’s personal
Internet account;” New Jersey, which
prohibits employers from in “any way
provid[ing] the employer access to, a
personal account;” and New Mexico,
which prohibits employers from
“demand[ing] access in any manner to
a prospective employee’s account or
profile on a social networking web
site.”

4. As noted above in footnote 3, it
remains to be seen whether states
with ambiguous coverage language
will interpret their laws to prohibit this
activity.
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Attorney Pablo A. Palazzi has started a
data protection blog on Latin Ameri-
can jurisdictions. He has discussed, for
example, Brazil complaining at the
United Nations about the US
 surveillance program.

Palazzi quotes Brasil’s President´s
speech at the UN: ‘Arguments that the
illegal interception of information and
data aims at protecting nations against
terrorism cannot be sustained. Recent

revelations concerning the activities of
a global network of electronic espi-
onage have caused indignation and
repudiation in public opinion around
the world. In Brazil, the situation was
even more serious, as it emerged that
we were targeted by this intrusion. Per-
sonal data of citizens was intercepted
indiscriminately. Corporate informa-
tion – often of high economic and even
strategic value – was at the center of

espionage activity. Also, Brazilian
diplomatic missions, among them the
Permanent Mission to the United
Nations and the Office of the President
of the Republic itself, had their com-
munications intercepted.’
• Pablo A. Palazzi is a Professor of Law
at San Andres University in Argentina,
and partner at Allende & Brea, in
Buenos Aires, Argentina. The blog is at
www.dataprivacylaws.com.ar/

New blog about data protection in Latin America
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